
 

RespirAI Mobile App – Privacy Notice 

This Privacy Notice is designed to inform users of our Mobile App ("Users", "you" or "your") how RespirAI US Inc. 
("RespirAI", "we", "us" or "our") handles Personal Information, which may be collected and processed as part of the 
Mobile App Services we provide. 

Any Personal Information you provide to us will be stored in RespirAI's databases and will be used in accordance with 
the provisions of this Privacy Notice and applicable law. You are not legally obligated to provide the Personal 
Information detailed below. However, without providing such information, we may not be able to provide you with the 
Mobile App Services, in whole or in part. By continuing to use the Mobile App, you consent to this Privacy Notice and 
to the collection of Personal Information about you in accordance with it. 

The categories of Personal Information described in this Privacy Notice, the purposes of processing, and the categories 
of third parties to whom we disclose or otherwise transfer Personal Information, reflect our current practices and our 
practices during the 12 months preceding the “Last Updated” date of this Privacy Notice. 

Please read this Privacy Notice carefully and regularly check this page to review any changes we might make. 

1. Definitions 

"Device" means any mobile device (such as a smartphone or tablet) on which you install and use the Mobile App. 

"Mobile App" means RespirAI's mobile application available for download on IOS and Android platforms. 

"Mobile App Services" means services provided by RespirAI through the Mobile App, including the collection and 
display of health and activity data from Third-Party Services, provision of educational content, weather 
information, and general health-related tracking and reminder features. 

"Personal Information" means any information about a User from which that person can be identified. 

"Third-Party Services" means wearable health and activity tracking services provided by third parties, including 
such services provided through devices and sensors manufactured by third parties (such as chest patches and 
smart watches). 

2. The Personal Information That We Collect 

When you use our Mobile App, we may collect the following types of Personal Information:  

• Identity Data includes first name, last name; 

• Physical Characteristics Data includes age, height, weight, and gender; 

• Health and Wellness Data includes data collected from Third-Party Services such as: oxygen saturation 
levels, heart rate and ECG data, movement and step count data, blood pressure, and respiratory-related 
metrics; 

• Device Data includes Device ID, device type, operating system, and mobile network information; 

• Technical Data includes IP address, browser type, time zone setting, and location data derived from your IP 
address; 
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• Geolocation Data includes GPS-based location information to provide weather forecasts relevant to your 
area; 

• Usage Data includes information about how you use the Mobile App, such as when you access the Mobile 
App, features used, time spent on different screens, and interaction patterns; 

• Medication, Immunization, and Appointment Data includes information about medications you choose to 
track, immunizations you’ve received, appointments you scheduled with physicians and reminder 
preferences (if you use this feature);  

• Account Data includes username and password for your Mobile App account; 

•  Authorization Data includes credentials and authorization tokens to access data from Third-Party Services; 

• Communication Data includes information you provide when you contact us for support through the Mobile 
App; 

• Content Data includes any educational articles, weather data, and other content you access or save within 
the Mobile App. 

3. How We Collect Your Personal Information 

We use different methods to collect data from and about you, including: 

• Direct interactions. When you register for the Mobile App, set up your profile, or contact us for support, you 
may provide us with Identity Data, Physical Characteristics Data, Account Data, and Communication Data; 
the Mobile App also allows you to enter Medication and Appointment Data; 

• Automated technologies or interactions. As you use the Mobile App, we automatically collect Device Data, 
Technical Data, Geolocation Data, and Usage Data; 

• Third-Party Services. When you authorize the Mobile App to access data from Third-Party Services (such as 
chest patches and smart watches), we collect Health and Wellness Data from those services through their 
respective cloud platforms or APIs; 

• Third parties or publicly available sources. We may receive Technical Data and Usage Data from analytics 
providers (such as Google Analytics) and advertising partners; 

If you provide us with any Personal Information relating to others (such as healthcare providers or caregivers), you must 
ensure you have permission to do so. 

4. How We Use Your Personal Information 

We use your Personal Information for the following purposes: 

• To provide the Mobile App Services, including displaying your health and wellness data, providing 
educational content, weather information, appointment reminders, immunization tracking, and medication 
reminders; 

• To enable Third-Party Services integration, including connecting to and retrieving data from sensors you 
authorize; 
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• To personalize your experience, including tailoring content, recommendations, and weather information 
based on your profile and preferences; 

• To respond to your requests or inquiries and to manage our relationship with you; 

• To improve our Mobile App, troubleshoot technical issues, and ensure proper operation and user 
experience; 

• To send service communications, including important updates, security alerts, and support messages; 

• For analytics and research purposes, to understand how users interact with the Mobile App and to improve 
our services; 

• To comply with legal obligations, including: (a) as required by subpoena, law, or other legal process; (b) to 
assist law enforcement officials or government enforcement agencies; (c) to protect us from legal action or 
claims from third parties; or (d) to protect the legal rights, property, or safety of our company, users, 
employees, and affiliates; 

• For purposes to which you have given your consent in connection with the processing of your Personal 
Information; 

• To generate aggregated, anonymized, and/or de-identified data for any purpose. Such information does 
not reveal your identity and is not considered Personal Information. 

5. Minors 

To use the Mobile App, you must be at least 18 years of age or older, if otherwise required by the laws of your 
jurisdiction. We do not knowingly collect Personal Information from individuals under 18 years of age. 

If you are a parent or legal guardian and believe that your child may have provided us with their Personal 
Information, please contact us immediately. 

6. Third Party Services 

The Mobile App integrates with Third-Party Services. When you authorize such connections the privacy policy of 
the third party offering the Third Party Service will apply to their collection and use of your data. We are not 
responsible for the privacy practices of these third parties, and we recommend reviewing the privacy policies of 
any Third-Party Services you connect to the Mobile App. 

7. Selling and Sharing Personal Information with Third Parties. 

We may share Personal Information with third party service providers that provide services to us in connection 
with the purposes listed in above (such as providers of cloud services, IT support, and analytics and crash 
reporting/performance monitoring providers). These providers may process Personal Information on our behalf 
and, in some cases, may collect information directly from your Device via SDKs integrated into the Mobile App.  

We may also share Personal Information related to you with legal and regulatory authorities, to the extent required 
by applicable law; our professional advisors (e.g. lawyers, accountants) to the extent necessary for the provision 
of their services to us in accordance with the purposes listed above; third parties to whom we may choose to sell, 
transfer, or merge our business (or parts thereof) or our assets, provided that such third parties have committed 
themselves to protecting your Personal Information in accordance with the principles set forth in this Privacy 
Notice; and potential purchasers or investors during the evaluation of such transactions. 
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8. International Transfers  

We may transfer Personal Information to countries outside of the country in which the User resides, that do not 
provide the same level of data protection as the country in which the User resides.  

9. Data Security 

We have put in place security measures to prevent Personal Information from accidental or unlawful loss, use, 
alteration or disclosure.  

Nevertheless, we cannot guarantee against the loss or misuse of Personal Information or secure data 
transmission over the internet because of its nature. 

10. Data Retention 

We retain your Personal Information for as long as necessary to fulfill the purposes we collected it for, including 
for legal or reporting requirements.  

In order to determine the appropriate retention period for Personal Information, we consider the following criteria: 
the volume, nature, and sensitivity of the Personal Information, the potential risk of harm from unauthorized use 
or disclosure of Personal Information, the purposes for which we collect and process Personal Information, the 
timeframe during which we may require such Personal Information in connection with potential litigation, and 
applicable legal requirements. 

11. Your Rights  

Certain privacy laws, including the California Consumer Protection Act (CCPA) and other US states consumer 
privacy acts, provide users with rights related to their Personal Information. To the extent that such laws apply to 
your Personal Information, you may have one or more of the following rights:  

• Right to Know: Request information about the Personal Information we have collected about you in the past 
12 months, including categories collected, sources, purposes, and third parties with whom shared. 

• Right to Access: Request a copy of the specific pieces of Personal Information we hold about you. 

• Right to Delete: Request deletion of your Personal Information, subject to certain exceptions. 

• Right to Correct: Request correction of inaccurate incorrect, incomplete, or inaccurate Personal 
Information, or Personal Information that is not up to date. 

• Right to Opt-Out of Sale/Sharing: We do NOT sell your Personal Information or share it for cross-context 
behavioral advertising. We have not done so in the past 12 months. 

• Right to Non-Discrimination: You have the right not to receive discriminatory treatment for exercising the 
above-mentioned rights. 

If you are a resident of Colorado, Connecticut, Delaware, Indiana, Iowa, Kentucky, Maryland, Minnesota, Montana, 
Nebraska, New Hampshire, New Jersey, Nevada, Oregon, Rhode Island, Tennessee, Texas, Utah, or Virginia, you 
may have similar privacy rights under your state's privacy laws. Please contact us using the information in Section 
13 to exercise your rights. 

12. Submitting Requests 
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To exercise your rights, please contact us at: info@respivera.com.  

We will verify your identity before processing your request. You may also authorize someone to submit a request on 
your behalf with proper written authorization. We will normally respond to verified requests within 30 days. Where it 
takes us more time to respond we will notify you and keep you updated. 

13. Changes to this Privacy Notice 

We reserve the right to change this Privacy Notice at our discretion. If we make material changes, we will notify you by 
posting an updated version on the Mobile App and updating the "Last Updated" date. Your continued use of the Mobile 
App after any changes constitutes acceptance of the updated Privacy Notice. 

 


